Work In progress:
Using Long-Lived Facebook Accounts to
Understand Implicit Norms of Consent in
Contextual Integrity
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Making privacy decisions

« Sender: Blase i
« Data subject: Blase ]
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Making privacy decisions for others

 Sender: Mainack
« Data subject: Blase
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Some possibllities for explicit consent

Timeline Review

Timeline Review controls whether you have to manually approve posts you're

tagged in before they go on your timeline. When you have a post to review, just Enabled ¥
click Timeline Review on the left-hand side of your Activity Log.

Note: This only controls what's allowed on your timeline. Posts you're tagged in still appear in
search, News Feed and other places on Facebook.




Implicit consent - normative decisionse

« Use CIl to untangle norms!

* |mplicit norms of consent
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Inappropriate flows can result

How can | prevent friends posting (tag me in...) an embarrassing
picture

Seftings  Privacy

How do | stop people from tagging me in comments???

Tags Sharing & Connecting




Research questions

« Perceived Cl norms when sender # data subject?
 Mismatches = violations of expectationse
« Mitigation strategies?



Approach In progress

« Empirical, qualitative study

« Semi-structured interviews of participants with long-
ived Facebook accounts

« Conducted remotely with screen sharing fo ground
study In participants’ real Facebook data



Facebook as data archive

« Activity log: participant is data subject e

In

B Others' Posts To Your

Timeline

IC3 Photos and Videos
il Likes and Reactions

B Comments

MORE

Yesterday at 10018 AM - 28

L Timeline: pOrTiCipOnT iS Sender .ParticipamSender

Not many know this, but Post Subject is leaving his job at DC and moving
back to Florida. Happy to be his next door neighbors.




Interview: Part 1

* Norms of consent where participant is data subject

« Browse activity log for posts where participant is
tagged or mentioned

* Include posts not on Facebook timeline
« Specity Cl parameters
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Interview: Part 2

 Norms of consent where participant is sender
« Browse timeline for posts with other data subjects

« Specity Cl parameters
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Anecdote 1: Unearthing the Past

 Presentation of self common on social media
* Important temporal changes

ALK
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Anecdote 2: Sharing sensitive Info

« Users manage self-disclosure of sensitive information
« Others might make these decisions on your behalf
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Anecdote 3: Soliciting sensitive information

« Responding to posts with requests for information
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Status

 Conducted pilot interviews
« Many open gquestions
« Feedback on methods / framing is very welcome!
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