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Technology and Disaster Response

“The issue of privacy vs. emergency is an interesting topic. In a 
disaster response environment, we believe victims may be willing to 
give up certain privacy information [sic], such as location. Similarly, 
existing members of the ad hoc disaster response team may also be 
willing to give up certain aspects of privacy to preserve their safety 
while attempting to rescue survivors and addressing the situation at 
hand.”

(Luqman and Griss, 2010, p.81)





Governance and Disaster Information Flows



Contextual Integrity of Disaster Information Flows 

● Much of federal disaster privacy governance 
focuses primarily on information types, rather 
than overall information flows.

● FEMA delimits what types of information, overall, 
may be collected and further lists specific actions 
and purposes for which these types of 
information may only be collected or shared.



FEMA: Actors (Recipients)

● Group A: Other Federal Agencies. 

● Group B: State and Tribal Governments. 

● Group C: Local governments and voluntary organizations

● Group D: Utility companies, hospitals, and health care providers

● Group E: Voluntary organizations able to provide durable medical 

equipment or assistive technology

● Group F: other entities able to provide durable medical equipment or 

assistive technology

● Group G: Private sector businesses that employ disaster survivors



FEMA: Information Types (Attributes)

● Names
● Applicant Date of Birth
● Last 4 digits of Applicant’s 

Social Security Number
● Disaster Number
● Authorization for TSA
● Number of Occupants in 

Applicants Household
● Eligibility Start Date
● Eligibility End Date
● Global Name
● Export Sequence Number
● FEMA Registration Number

● Applicant Street Address*
● Applicant City Name*
● Applicant Zip Code*
● Applicant’s Financial Institution 

Name*
● Applicant’s Electronic Funds 

Transfer Number*
● Applicant’s Bank Transit 

Number*



FEMA: Transmission principles

Information may only be collected or shared when 
necessary to conduct specific functions, as defined 
by the Privacy Act of 1974 and Department of 
Homeland Security Policies

In “need to know” circumstance, such as directly 
assisting in aid provision or an in extremis situation

...



FEMA Information Leak Incident
“During our ongoing audit of the Federal Emergency 
Management Agency’s (FEMA) Transitional Sheltering 
Assistance (TSA) program, we determined that FEMA 
violated the Privacy Act of 1974 and Department of 
Homeland Security policy by releasing to aaaaaa the PII 
and SPII of 2.3 million survivors of hurricanes Harvey, 
Irma, and Maria and the California wildfires in 2017. 
FEMA should only provide aaaaaa with limited 
information needed to verify disaster survivors’ eligibility 
for the TSA program. The privacy incident occurred 
because FEMA did not take steps to ensure it provided 
only required data elements to aaaaaa Without corrective 
action, the disaster survivors involved in the privacy 
incident are at increased risk of identity theft and fraud.”



CI Analysis
Sender: FEMA

Information subjects: survivors who applied for FEMA’s 
transitioning shelter assistance (TSA) program 

Recipients: contractors

Information type: Street Address*, Applicant City Name*, 
Applicant Zip Code*, Applicant’s Financial Institution 
Name*, Applicant’s Electronic Funds Transfer Number*, 
Applicant’s Bank Transit Number*

Transmission principles: Information may only be 
collected or shared when necessary to conduct specific 
functions, as defined by the Privacy Act of 1974 and 
Department of Homeland Security Policies



Disaster Apps



CI Annotation of Apps’ Privacy Policies



Dynamic Analysis



Disaster App 
Information Flows



App

Location Permissions User options

Fine Coarse Mock Location-services In versus out  of app tracking Other

MyRadar Weather Radar √ √ √ √

Red Cross Hurricane √ √ √

Red Cross Emergency √ √ √

My Earthquake Alerts √ √ √ √

My Hurricane Tracker √ √ √ √

Storm Tracker Weather Radar √ √

NOAA UHD Radar & NWS Alerts √ √

Storm Tracker: NOAA Weather Radar & Live 
GPS Maps

√ √ √

The Weather Channel Live Maps √ √ √ √

Weather Underground: Forecasts √ √ √ √

FEMA √ √ √

Dark Sky √ √ √

National Weather Service No Ad

NOAA Weather Radar Live & Alerts √



Analysis
● Information flows are consistent with all governance 

○ Apps that did not engage in any sensitive transmissions during 
dynamic testing

■ e.g., NOAA UHD Radar & NWS Alerts and National Weather and 
FEMA

● Information flows are not entirely consistent with app privacy policies
and not governed by FEMA or the Privacy Act

■ e.g., Ruston apps (com.jrustonapps.myhurricanetracker and 
com.jrustonapps.myearthquakealerts)



Analysis

● Information flows are consistent with app privacy policies and violate 
user expectations because pose as government services, while 
sharing with 3rd parties

■ Storm Tracker: NOAA Weather Radar & Live GPS Maps

● Information flows are NOT consistent with all governance 
■ The American Red Cross applications included in this study—Red 

Cross Emergency (com.cube.arc.hzd) and Red Cross Hurricane 
(com.cube.arc.hfa)



Summary

● There are more third parties with more access to personal information 
flows than current governance models account for 

● We do not currently govern all parameters of disaster information 
flows

● We do not have clear understanding of the boundaries of disasters as 
contexts for information flows



Questions?


