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AA personal history of thinking about contextual integrity and privacy
AChallenges and opportunities
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PRIVACY AS CONTEXTUAL INTEGRITY

Helen Nissenbaum”

Abstract: The practices of public surveillance, which include the monitoring of
individuals in public through a variety of media (e.g., video, data, online), are among the
least understood and controversial challenges to privacy in an age of information
technologies. The fragmentary nature of privacy policy in the United States reflects not only
the oppositional pulls of diverse vested interests, but also the ambivalence of unsettled
intuitions on mundane phenomena such as shopper cards, closed-circuit television, and
biometrics. This Article, which extends earlier work on the problem of privacy in public,
explains why some of the prominent theoretical approaches to privacy, which were
developed over time to meet traditional privacy challenges, yield unsatisfactory conclusions
in the case of public surveillance. It posits a new construct, “contextual integrity,” as an
alternative benchmark for privacy, to capture the nature of challenges posed by information
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contex ing that informati rathering and di nation be appropriate to that
norn on within 1t Building on the 1dea of

“spheres of j ustiée developed by polltlcal phllosopher Michael Walzer, this Article argues
that public surveillance violates a right to privacy because it violates contextual integrity; as
such, 1t constitutes injustice and even tyranny.






Privacy and Contextual Integrity: Framework and Applications

Adam Barth Anupam Datta John C. Mitchell Helen Nissenbaum
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Descriptive component of contextual integrity

dln acontext, the flow of information of a certaitype about asubject
(acting in a particular capacity/role) froome actor (could be the

subject)to another actor(in a particular capacity/role) is governed by a
particulartransmission principl® €

Nissenbaun2004



Privacy Regulation Example (GLB Act)

Sender role Subject role
Financial institutions must notify consumers
If they share their non-public personal Attribute
Information with non-affiliated companies, Recipientrole
but the notification may occur either before

or after the information sharing occurs e @
Transmission principle




Formalizing contextual informational norms

o = [Vp1,p2.q: PYm : MNt:T.
incontext(pi, ¢) A send(py, p2, m) A contains(m, q.t) — \/ ot A /\ o~ (1)

et enormst(c) p~€norms— (c¢)

positive norm:  inrole(p;.7;) A inrole(py, 7#5) Ainrole(q,7) A (t € ) A A

negative norm: inrole(p;.7;) A inrole(py, 75) Ainrole(q,7) A (t € 1) A O — 1

Figure 1. Norms of Transmission Represented as a Temporal Formula



GLBA clause formalized

inrole(py, institution) N inrole(ps. non-affiliate) N inrole(q, consumer) A (t € npi) —

send(p, q, privacy-notice) NV <<send(p1, q, privacy-notice)



Enforcing privacy

Contextual
informational
norms

US sectoral privac Institutional privacy
laws policies

Formalized privac
policies

Programs, audit —\ ¥

logs, datasets




Privacy and Contextual Integrity: Framework and Applications

Adam Barth Anupam Datta John C. Mitchell
Stanford University
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Helen Nissenbaum
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A Formalized descriptive

clausedrom US privacy

component of contextual
integrity using firstorder
temporal logic

Demonstrated thasample

regulations¢ HIPAA, GLBA,
COPPA lined up with this
form of specification

Methods for automated
monitoring forpropositional
temporal logic specifications @
contextual informational
norms

f



CMU, PA 2007

Can we specify the entirety
of privacy laws like HIPAA
and GLBA using this kind of
formalism?

Can we (largely)
automatically enforce these
kinds of privacy policies?



Experiences in the Logical Specification of
the HIPAA and GLBA Privacy Laws

Henry DeYoung Deepak Garg Limin Jia
hdeyoung@cs.cmu.edu dg@cs.cmu.edu liminjia@cmu.edu

Dilsun Kaynar Anupam Datta
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A Complete specification of
HIPAA and GLBA privacy laws

A Structure of laws largely
follows CI flow descriptions

)




Example from HIPAA Privacy Rule

A coveretity ay I ' SCIlT oS e arl Il ndi vi d

tg lawentorcement officidls for the purppse of identifying an individual if the
individual made a statement admitting participating in a violent crime that the

covered enties may have caused serious physical harm to the yvictim

} Concepts in privacy policies
} Actions: send(pl, p2, m)
} Roles: inrole(p2, law-enforcement)
} Data attributes: attr_in(prescription, phi)
} Temporal constraints: in-the-past(state(q, m)
} Purposes: purp_in(u, id-criminal))

} Beliefs: believes-crime-caused-serious-harm(p, g, m)

Blackand-

white concepts
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A Audit algorithm that applies to
expressive fragment of first
order logic (cf. propositional
[¢] AY .5abQncbdo

Policy Auditing over Incomplete Logs:

. L A Covers entirety of HIPAA
Theory, Implementation and Applications Y

Privacy Rule

Deepak Garg Limin Jia Anupam Datta

dg@cs.cmu.edu liminjia@cmu.edu danupam@cmu.edu | A peals with incompleteness in

logs (e.g., subjective predicates
about beliefs and purposes)

2011 ACM Conference on Computer and Communications Security



reduce: The Iterative Algorithm
~ reduce (, G) =G '

Pocoo -
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Enforcing privacy

Cl + Usepurpose

Contextual
informational
norms

Institutional privacy
policies

Formalized privac
policies

Incompleteness in log

logs, datasets

Programs, audit - P




Bootstrapping Privacy Compliance
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