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Goals today

ÅA personal history of thinking about contextual integrity and privacy

ÅChallenges and opportunities
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Descriptive component of contextual integrity

άIn a context, the flow of information of a certain type about a subject
(acting in a particular capacity/role) from one actor (could be the 
subject) to another actor (in a particular capacity/role) is governed by a  
particular transmission principleΦέ

Nissenbaum2004



Privacy Regulation Example (GLB Act)

Financial institutions must notify consumers

if they share their non-public personal 

information with non-affiliated companies, 

but the notification may occur either before 

or after the information sharing occurs
Exactly 

as CI

says!

Sender role Subject role

Attribute

Recipient role

Transmission principle
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Formalizing contextual informational norms



GLBA clause formalized



Enforcing privacy 

Contextual 
informational 

norms

US sectoral privacy 
laws

Institutional privacy 
policies

Formalized privacy 
policies

Programs, audit 
logs, datasets



Å Formalized descriptive 
component of contextual 
integrity using first-order 
temporal logic

Å Demonstrated that sample 
clauses from US privacy 
regulations ςHIPAA, GLBA, 
COPPA ςlined up with this 
form of specification

Å Methods for automated 
monitoring for propositional
temporal logic specifications of 
contextual informational 
norms



CMU, PA 2007-

Can we specify the entirety 
of privacy laws like HIPAA 
and GLBA using this kind of 
formalism?

Can we (largely) 
automatically enforce these 
kinds of privacy policies?



Å Complete specification of 
HIPAA and GLBA privacy laws

Å Structure of laws largely 
follows CI flow descriptions

Å Restrictions on use of personal 
information for specific 
purposes (beyond CI flow 
norms)

2010 ACM Workshop on Privacy in an Electronic Society
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A covered entity may disclose an individualõs protected health information (phi) 

to law-enforcement officials for the purpose of  identifying an individual if  the 

individual made a statement admitting participating in a violent crime that the 

covered entity believes may have caused serious physical harm to the victim

Example from HIPAA Privacy Rule

}Concepts in privacy policies
}Actions: send(p1, p2, m)

}Roles: inrole(p2, law-enforcement)

}Data attributes: attr_in(prescription, phi)

}Temporal constraints: in-the-past(state(q, m))

}Purposes: purp_in(u, id-criminal)) 

}Beliefs: believes-crime-caused-serious-harm(p, q, m)

Black-and-
white concepts

Grey concepts



Å Audit algorithm that applies to 
expressive fragment of first-
order logic (cf. propositional 
[¢[ ƛƴ .5abΩлсύ

Å Covers entirety of HIPAA 
Privacy Rule

Å Deals with incompleteness in 
logs (e.g., subjective predicates 
about beliefs and purposes)

2011 ACM Conference on Computer and Communications Security
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reduce:  The Iterative Algorithm

reduce (L, ű) = ű'
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Enforcing privacy 

Contextual 
informational 

norms

US sectoral privacy 
laws

Institutional privacy 
policies

Formalized privacy 
policies

Programs, audit 
logs, datasets

Incompleteness in logs

CI + Use-purpose



2014 IEEE Symposium on Security and Privacy


